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Daily Open Source Information 
 
New Malware Can Make ATMs Not Give Users' Card Back 
HelpNetSecurity 
 
A new type of malware that can be used to compromise ATMs independently of who their 
manufacturer is, and can make the machine steal card data but also the cards themselves, has 
been spotted by FireEye researchers. The dubbed the malware Suceful, after the authors' 
faulty spelling of the word "successful". The sample they analyzed came from VirusTotal, and 
it's likely that the authors submitted it themselves in order to see whether the malware will be 
flagged down as such by the various AV engines employed by the testing service. "Suceful 
was recently uploaded to VirusTotal from Russia, and based on its timestamp, it was likely 
created on August 25, 2015. It might still be in its development phase; however, the features 
provided are shocking and never seen before in ATM malware," the researchers noted. This 
particular sample can read all the credit/debit card track data and data from the card's chip (if 
the card has one), retain or eject the inserted card on demand, and can be controlled by the 
attackers via the ATMs PIN pad.  
Full Article: http://www.net-security.org/malware_news.php?id=3098  
 
The Lord of the Hacktivist Rings 
HelpNetSecurity 
 
Cyber attacks against websites have been around for about a decade. Considering this, an 
important question to ask is: what makes one company considered high risk, and what puts 
them into what we call ‘The Ring of Fire?’ The Cyber Attack Ring of Fire maps out vertical 
markets based on the likelihood that organizations in these sectors will experience attacks. It 
reflects five risk levels, with organizations closer to the red center more likely to experience 
DoS/DDoS and other forms of cyber attacks with greater frequency. The recent Ashley 
Madison attack is a prime example of a company that would be listed in the “high-risk” section 
within the Ring of Fire (See Graphic Below) legend. The company dealt with an attack that was 
so severe, it ultimately lead to reports of suicides upon release of the information. Even so, the 
Ashley Madison attack was NOT different than your run-of-the-mill hacktivist cyber attacks 
which distinguish themselves as having a motive other than for financial reasons. Think of them 
as digital versions of protests or ideological fights.  
Full Article: http://www.net-security.org/article.php?id=2384  
 
 
 

http://www.net-security.org/malware_news.php?id=3098
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Researchers Find Backdoor Bug In NASA Rovers' Real-Time OS 
HelpNetSecurity 
 
A critical, remotely exploitable vulnerability in VxWorks, the world's most popular real-time 
operating system (RTOS), can be exploited by attackers to gain backdoor access to the 
systems using it. VxWorks is developed by Wind River, a subsidiary of Intel Corporation, and is 
designed for use in embedded systems in the aerospace, aircraft and automotive industries, as 
well as in industrial robots, controllers, and consumer electronic devices. Among the machines 
that use the RTOS are NASA's various rovers, landers and space probes, a diverse number of 
civilian and military aircrafts, and many other critical computer systems. All in all, it's estimated 
that 1.5 billion devices around the world run VxWorks. The flaw was discovered by security 
researcher Yannick Formaggio with the help of a few colleagues and a custom-made fuzzing 
tool, and Formaggio shared the results of their research with the audience at 44Con held last 
week in London. Full Article: http://www.net-security.org/secworld.php?id=18850  
 
Attackers Go On Malware-Free Diet 
CSO 
 
To avoid detection, some hackers are ditching malware and living "off the land" -- using 
whatever tools are already available in the compromised systems, according to a new report 
from Dell SecureWorks. In fact, this has been the case for nearly all the intrusions analyzed by 
the Dell SecureWorks’ Incident Response Team last year. The cyber criminals typically start 
out with compromised credentials, said Phil Burdette, senior security researcher at Atlanta-
based Dell SecureWorks, Inc. "For example, they might use phishing attacks," he said. "They'll 
send an email purporting to be from the IT staff, asking users to log in and test their credentials 
because the IT staff has just created a new email server. Once a user logs in, those same 
credentials would then be used to access the company's virtual private network solutions." Full 
Article: http://www.csoonline.com/article/2983053/advanced-persistent-threats/attackers-go-on-
malware-free-diet.html  
 
Why Hackers Want Your Health Care Data Most Of All 
InfoWorld 
 
Excellus Blue Cross Blue Shield is the latest health care company to discover a data breach, 
but it likely won't be the last as attackers increasingly focus on the wealth of data buried inside 
health records. Excellus discovered the breach on Aug. 5 and began notifying affected 
individuals earlier this week. Attackers may have gained access to personal information for as 
many as 10 million individuals, including name, date of birth, Social Security number, mailing 
address, telephone number, member identification number, financial account information, and 
claims information. The number of affected individuals include members of other Blue Cross 
Blue Shield plans who sought treatment at a facility located in the Excellus service area. 
Retailers and banks tend to be popular cyber crime targets, but criminals understand that 
stealing health care records can be as valuable, if not more. Financial data has a finite lifespan 
... But information contained in health care records has a much longer shelf life and is rich 
enough for identity theft. Full Article: http://www.infoworld.com/article/2983634/security/why-
hackers-want-your-health-care-data-breaches-most-of-all.html  
 

http://www.net-security.org/secworld.php?id=18850
http://www.csoonline.com/article/2983053/advanced-persistent-threats/attackers-go-on-malware-free-diet.html
http://www.csoonline.com/article/2983053/advanced-persistent-threats/attackers-go-on-malware-free-diet.html
http://www.infoworld.com/article/2983634/security/why-hackers-want-your-health-care-data-breaches-most-of-all.html
http://www.infoworld.com/article/2983634/security/why-hackers-want-your-health-care-data-breaches-most-of-all.html


 

Sensitive and Proprietary Information 
Not for Public Dissemination  

3  

Daily Threat and Vulnerability Summary 
 
THREATS 
 
1. Android/Lockerpin.A is Trojan horse targeting Android devices that locks the screen of the 
infected device. Unlike previous versions of Android LockScreen Trojans, the Lokerpin.A 
Trojan requires the user to either have root privileges in order to unlock the device, or conduct 
a factory reset, thereby losing all the data on the device. 
http://www.welivesecurity.com/2015/09/10/aggressive-android-ransomware-spreading-in-the-
usa/  
 
NEWS 
 
1. The European Union Agency for Network and Information Security (ENISA) has published its 
Annual Incidents Report which provides an overview on an aggregated level of which services 
and network assets were impacted, and the root causes of the incidents recorded in 2014. 
https://www.enisa.europa.eu/media/press-releases/software-bugs-and-hardware-failures-
disrupt-telephony-and-internet-access-enisa-annual-incidents-report  
 
2. Intel has announced the establishment of the Automotive Security Review Board (ASRB) 
whose aim is to help mitigate cybersecurity risks associated with connected automobiles while 
encouraging technological progression and innovation. 
http://newsroom.intel.com/community/intel_newsroom/blog/2015/09/13/intel-commits-to-
mitigating-automotive-cybersecurity-risks  
 
3. American company Excellus BlueCross BlueShield has confirmed a security breach which 
may have compromised personal information of their customers. The company is in the 
process of notifying affected customers, and is offering two years of free identity theft 
protection including credit monitoring to affected customers. http://www.excellusfacts.com/  
 
VULNERABILITIES 
 
NCCIC/US-CERT National Cyber Awareness System 
 
1. SB15-257: Vulnerability Summary for the Week of September 7, 2015:  The US-CERT 
Cyber Security Bulletin provides a summary of new vulnerabilities that have been recorded by 
the National Institute of Standards and Technology (NIST) National Vulnerability Database 
(NVD) in the past week. The NVD is sponsored by the Department of Homeland Security 
(DHS) National Cybersecurity and Communications Integration Center (NCCIC) / United States 
Computer Emergency Readiness Team (US-CERT). For modified or updated entries, please 
visit the NVD, which contains historical vulnerability information. 
 
2. IC3 Issues Alert on IoT Devices:  The Internet Crime Complaint Center (IC3) has issued an 
alert to individuals and businesses about the security risks involved with the Internet of Things 
(IoT). IoT refers to the emerging network of devices (e.g., smart TVs, home automation 
systems) that connect to one another via the Internet, often automatically sending and 

http://www.welivesecurity.com/2015/09/10/aggressive-android-ransomware-spreading-in-the-usa/
http://www.welivesecurity.com/2015/09/10/aggressive-android-ransomware-spreading-in-the-usa/
https://www.enisa.europa.eu/media/press-releases/software-bugs-and-hardware-failures-disrupt-telephony-and-internet-access-enisa-annual-incidents-report
https://www.enisa.europa.eu/media/press-releases/software-bugs-and-hardware-failures-disrupt-telephony-and-internet-access-enisa-annual-incidents-report
http://newsroom.intel.com/community/intel_newsroom/blog/2015/09/13/intel-commits-to-mitigating-automotive-cybersecurity-risks
http://newsroom.intel.com/community/intel_newsroom/blog/2015/09/13/intel-commits-to-mitigating-automotive-cybersecurity-risks
http://www.excellusfacts.com/
https://www.us-cert.gov/ncas/bulletins/SB15-257
http://www.nist.gov/
http://nvd.nist.gov/
http://www.dhs.gov/
https://www.us-cert.gov/nccic
https://www.us-cert.gov/
https://www.us-cert.gov/
http://nvd.nist.gov/
https://www.us-cert.gov/ncas/current-activity/2015/09/11/IC3-Issues-Alert-IoT-Devices-0
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receiving data. US-CERT encourages individuals and businesses to review the IC3 Alert for 
more information regarding IoT vulnerabilities and mitigation techniques. 
 
OTHER 
 
The following products also contain vulnerabilities: 
 
a. Debian update for openldp - https://www.debian.org/security/2015/dsa-3356  
b. Debian update for php5 - https://www.debian.org/security/2015/dsa-3358  
c. Debian update for virtualbox - https://www.debian.org/security/2015/dsa-3359  
d. Debian update for vzctl - https://www.debian.org/security/2015/dsa-3357  
e. F5 D-Bus Multiple Vulnerabilities - https://support.f5.com/kb/en-
us/solutions/public/17000/200/sol17256.html   
https://support.f5.com/kb/en-us/solutions/public/17000/200/sol17255.html  
f. Red Hat update for qemu-kvm-rhev - https://rhn.redhat.com/errata/RHSA-2015-1772.html  
g. TYPO3 Non-Persistent Cross-Site Scripting Vulnerabilities - 
http://typo3.org/teams/security/security-bulletins/typo3-core/typo3-core-sa-2015-009/  
h. TYPO3 Unauthenticated Path Disclose –  
http://typo3.org/teams/security/security-bulletins/typo3-core/typo3-core-sa-2015-008/  
i. VxWorks Remote Exploitable Vulnerability –  
http://www.net-security.org/secworld.php?id=18850  
 
TOOL NEWS 
 
The following updates have been released: 
 
a. Psad 2.4.2 - https://www.cipherdyne.org/psad/index.html  
 
If you have any questions about this document please contact the ISAC at 866-st-isac1 
(866.784.7221) or email st-isac@surfacetransportationisac.org. 
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