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Ten Basic Cybersecurity Measures 
For The 

Public Transportation Industry 
 

Reducing Exploitable Weaknesses and Attacks in  
Communication and Control & Enterprise environments 

 
 
PURPOSE:  
To provide transportation cyber security officials, transportation agency general managers and 
other related stakeholder groups basic guidance and proactive steps for reducing vulnerability to 
a cyber attack.  This guide provides an overview of systematic methods for establishing a 
continuing process for security improvement that is consistent with and based upon similar 
security initiatives of the U.S. government. 
 
BACKGROUND: 
Cyber attack can occur under a variety of environments. As an example, the 2012 Data Breach 
Investigations Report, reported that seventy-nine percent of data breach victims had computers 
or other systems with an easily exploitable weakness rather than being pre-identified for attack, 
and that ninety-six percent of victims succumbed to attacks that cannot even be described as 
highly difficult. So it is clear that even simple measures can help reduce the incidence of an 
attack. From this data, Verizon Business concluded that most data breaches can be avoided if 
basic proactive measures are implemented. Basic foundational measures outlined in this guide 
are intended to improve protection of transit systems from cyber breaches. 
 
Transit agencies perform many functions related to data exchange and communication.  In the 
course of daily business communications and control of train or bus operations, vulnerabilities to 
cyber attack may exist. Minimizing the potential for attack and mitigating effects of an attack are 
crucial efforts transportation system managers must appreciate. Data exchange and 
communication within a transit agency can be divided into two classes; 1) 
business/CIO/enterprise information systems and 2) operational systems, related to industrial 
control technology. 
 
The enterprise information systems describe a transit agency’s information system consisting of 
an integrated layer of the general computer operating system, computer applications, and 
business processing systems. Holistically, the enterprise information system encompasses the 
entire range of internal and external information exchange responsible for general management 
of the organization. 
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Operational or industrial control systems (ICS) integrate supervisory control and data acquisition 
(SCADA) systems, critical components and technologies responsible for the control, movement, 
monitoring, and maintenance of trains and buses. Cyber protection of industrial control systems 
both within and outside transit has received attention recently because of the potential severity 
and vulnerability of cyber attacks.  
 
In response, TSA has developed a guidance documents for transportation systems, “The 
Roadmap to Secure Control Systems in the Transportation Sector2 “. This guidance outlines 
strategic goals designed to assist transportation professionals in focusing activities and resources 
for improving the cybersecurity of ICS. These goals provide a logical framework for organizing 
the collective efforts of the transportation industry, government, and other key stakeholders for 
achieving control system security and include: 
 

• Improving awareness of the need to embrace a cybersecurity culture 
• Measuring and evaluating risk 
• Risk reduction and mitigation 
• Responding to and preventing incidents 

 
Further, the Public Transit-Information Sharing Working Group, together with the 
Transportation Security Administration,  the U.S. Department of Homeland Security Industrial 
Control Systems Cyber Emergency Response Team (ICS-CERT), the PT-ISAC,  and APTA 
workgroups for Enterprise Cyber Security and Control and Communications Security have 
developed a list of ten basic cybersecurity recommendations public transit and transportation 
agencies can implement to dramatically reduce exploitable weaknesses and defend against  data 
breaches and cyber attacks.  
 
TEN BASIC MEASURES TO REDUCE LIKELIHOOD OF CYBER ATTACK IN PUBLIC TRANSPORTATION: 
The following is a list of ten basic cybersecurity measures for the public transportation industry 
that can help reduce exploitable weaknesses and attacks: 
 
1) Update systems and software  
Arrange for updating of various systems and related software via systematic manual or automatic 
updates to avoid missing critical changes or alerts. Vendors and security researchers identify new 
vulnerabilities in software and hardware products frequently, and without the proper updates 
your systems are open to attack via these vulnerabilities. Updates are designed to fix known 
vulnerabilities.   
 
Recommended Practice for Patch Management of Control Systems (ICS-CERT)  
Software Update Management Guidelines (Microsoft)  
 

http://www.us-cert.gov/control_systems/pdf/TransportationRoadmap083112.pdf
http://www.us-cert.gov/control_systems/practices/documents/PatchManagementRecommendedPractice_Final.pdf
http://technet.microsoft.com/en-us/library/cc180942.aspx
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2) Use only strong passwords and change default passwords  
Use strong passwords to secure your information, and keep different passwords for different 
accounts. Passwords should have at least eight characters and include uppercase and lowercase 
letters, numerals, and special characters. Change all default passwords upon installation, 
particularly for administrator accounts and control system devices, and regularly thereafter. This 
also includes securing wireless routers, CCTV cameras, devices and access points using 
passwords.  
 
US-CERT Security Tip: Choosing and Protecting Passwords (US-CERT)  
 
 
3) Apply firewalls or communication blocking technology to implement network segmentation  
A firewall or its equivalent is a software or hardware device that filters inbound and outbound 
traffic between your network or computer and the Internet, and between different networks 
within your enterprise and operational domains. Firewalls also act to segment one large network 
into smaller functional networks so that if one segment of the network or a device is 
compromised, the threat cannot be spread to others as easily. This strategy is known as “Defense 
in Depth”. Firewalls should be used to separate the Enterprise/IT/business networks from the 
Industrial Control networks, and in some cases between different segments of the Industrial 
Control Networks themselves.  

 
Improving Industrial Control Systems Cybersecurity with Defense-In-Depth Strategies (ICS-
CERT)  
 
4) Minimize network exposure for all control system networks 
Conduct a thorough assessment of your system, including the business network and control 
system devices. Unless there is a compelling reason, and extreme caution taken using firewalls 
and other cybersecurity protections, control system devices should not be accessible through the 
Internet. 
 
ICS-ALERT-12-046-01 Increasing Threat to Industrial Control Systems (ICS-CERT)  
ICS-ALERT-11-343-01A Control Systems Internet Accessibility (ICS-CERT)  
 
5) Establish ”Least privilege” based access controls to computer systems and networks 
Least privilege based access control grants or denies access to network resources based on 
specific job functions. It provides access only to those with specific need and only to those who 
have achieved proper clearance. Defining and maintaining access rights based on pre-defined 
roles is known as Role Based Access Control. SCADA system operators for example do not need 
access to business functions such as the billing department or other business functions. Similarly, 
business departments should not have access to SCADA and control systems functions. Define 
the permissions based on the level of access each job function needs in order to perform its 

http://www.us-cert.gov/cas/tips/ST04-002.html
http://www.us-cert.gov/control_systems/practices/Recommended_Practices.html
http://www.us-cert.gov/control_systems/pdf/ICS-ALERT-12-046-01.pdf
http://www.us-cert.gov/control_systems/pdf/ICS-ALERT-11-343-01A.pdf
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duties, and implement standard operating procedures to remove network access of former 
employees and contractors. Access privileges of terminated employees should be removed as 
soon as possible. By limiting employee permissions through least privilege based access controls 
it is easier to track network intrusions or suspicious activities during an investigation.  
 
An Introduction to Role Based Access Control (NIST)  
Extending Role Based Access Control (SANS Institute)  
 
6) Use secure remote access methods  
The ability to remotely connect to a network has added a great deal of convenience for end users, 
but a secure remote access method, such as a Virtual Private Network (VPN), should generally 
be used if remote access is required. A VPN is a private data network that uses the infrastructure 
of the public Internet to transmit data in a secure manner. Through a VPN users are able to 
remotely access network resources like files, printers, databases or internal websites as if directly 
connected to the network. Note that a VPN is only as secure as the devices connected to it. A 
laptop computer infected with malware can introduce those vulnerabilities into the network, 
leading to additional infections and negating the security of the VPN.  
 
Configuring and Managing Remote Access for Industrial Control Systems (ICS-CERT)  
Virtual Private Networking: An Overview (Microsoft)  
 
7) Utilize industry Recommended Practices and documents to enhance security. 
Transit agencies should understand and implement industry specific cyber security resources for 
additional guidance and to conform to industry approved practices. 

  
 

APTA Cybersecurity Standards (APTA) 
 

 
8) Limit use of removable storage devices  
Removable storage devices provide valuable functionality but are frequent carriers of malware. 
Lost or stolen devices can compromise sensitive data, and computers can be infected even 
without Internet access. The Stuxnet virus infected the Iranian nuclear facility through a USB 
device, and infected devices may be distributed at conference or industry events. Portable test 
equipment should also be considered a potential vulnerability for this reason.  
 
USB – Ubiquitous Security Backdoor (SANS Institute)  
 
9) Develop and enforce policies on mobile devices  
Proliferation of smartphones and other mobile devices combined with opportunities to bring 
personal devices into the workplace present security challenges. Policies should be developed 
that establish reasonable limits on the use of mobile devices in the office and on networks,  
strictly enforcing usage rules with all employees and contractors.  

http://csrc.nist.gov/groups/SNS/rbac/documents/design_implementation/Intro_role_based_access.htm
http://www.sans.org/reading_room/analysts_program/access-control-foxt.pdf
http://www.us-cert.gov/control_systems/pdf/Recommended_Practice-Remote_Access_1-6-2011.pdf
http://technet.microsoft.com/en-us/library/bb742566.aspx
http://www.apta.com/resources/standards/Pages/Security-Standards.aspx
http://www.sans.org/reading_room/whitepapers/threats/usb-ubiquitous-security-backdoor_33173
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Password protect your own devices and be cautious about devices that do not belong to you as 
you cannot be sure they are properly protected or comply with established policy.  
 
Guidelines on Cell Phone and PDA Security (NIST)  
“Your Pad or Mine?” Enabling Secure Personal and Mobile Device Use on Your Network 
(SANS Institute)  
 
10) Develop a cybersecurity incident response plan  
Incident response plans are a critical yet underutilized component of emergency preparedness 
and resilience. The need for incident response plans applies to cybersecurity as well. 
Understanding and exercising the procedures that would be implemented in the event of a 
significant cyber disruption or breach of sensitive information will enable a more effective and 
efficient response within your organization.  
 
Developing an ICS Cybersecurity Incident Response Plan (ICS-CERT)  
 

RESOURCES AND CONTACTS: 
 

1. http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-
2012_en_xg.pdf 

2. Roadmap to Secure Control Systems in the Transportation Sector 
 
There are two cybersecurity Standards Working Groups within APTA.  
 

• The Enterprise Cybersecurity Working Group (ECWG), which focuses on Enterprise/IT/ 
Business systems within a transit agency. 
 
Recommended Practice: Cybersecurity considerations for Public Transit. This 
Recommended Practice establishes considerations for public transit chief information 
officers (CIOs) interested in developing cybersecurity strategies for their organizations. It 
details practices and standards that address vulnerability assessment and mitigation, 
system resiliency and redundancy, and disaster recovery. 

 
• The Control and Communications Security Working Group (CCSWG), which focuses on 

industrial control systems and their intercommunications. 
 

Recommended Practice: Securing Control and Communications Systems in Transit 
Environments Part-1, Elements, Organization, and Risk Assessment/Management. This 
Recommended Practice covers how to start control and communications security activity 
within a transit agency, describes the various control systems, and covers risk assessment 
and management. 

http://www.sans.org/reading_room/analysts_program/ForeScoutmobile-security.pdf
http://www.us-cert.gov/control_systems/practices/documents/final-RP_ics_cybersecurity_incident_response_100609.pdf
http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf
http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf
http://www.us-cert.gov/control_systems/pdf/TransportationRoadmap083112.pdf
http://www.apta.com/resources/standards/Pages/Security-Standards.aspx
http://www.aptastandards.com/LinkClick.aspx?fileticket=MGtGhaNVcd0%3d&tabid=329&mid=1670&language=en-US
http://www.aptastandards.com/LinkClick.aspx?fileticket=MGtGhaNVcd0%3d&tabid=329&mid=1670&language=en-US
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The CCSWG has published, Recommended Practice: Defining a Security Zone 
Architecture for Rail Transit and Protecting Critical Zones.  This Part-2 applies the DHS 
Defense in Depth Strategy to Rail Transit Control and Communications systems and lists 
cybersecurity requirements for the most critical zones. 
 
A future third part, also under development, advances the concepts of threat modeling to 
quantify risks and establishes protective measures for on-vehicle communication and 
control systems. 
 

Cyber intelligence reports: 
 
The PT-ISAC Daily Open Source Cyber Report provides members and approved 
recipients with a vendor and system-neutral comprehensive review of daily open source 
news detailing emerging cyber threats, vulnerabilities, best practices, mitigation 
strategies, legislation, and litigation as they relate to all aspects of cyber security and 
critical IT infrastructure. Also featured in the product is a daily comprehensive list of 
reported system updates and patches for both open-source and proprietary software and 
systems.  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.apta.com/resources/standards/Pages/Security-Standards.aspx
http://www.apta.com/resources/standards/Pages/Security-Standards.aspx
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